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1. Version Control Summary
Version no. Summary of changes

Consulting group/person

July 1.0 New policy
2018 Privacy and
Information

Governance Policy.

Professional Affairs Committee

March 1.1 Additional comment in
2019 section 9 of the policy
regarding members
not sharing login

NBE Executive
NBE Vice Chair

changed to NBE
Board of Directors

details.
July 1.2 Minor changes to NBE Vice Chair
2019 section 9 of the policy.
May 1.3 Reviewed no changes | NBE Vice Chair
2020 to the policy.
October 14 Removal of NBE NBE Vice Chair
2020 address.
November 1.5 Reference to NBE NBE Vice Chair
2021 Executive Committee

July 2024 20 Reviewed and
updated as NBE is a
Charitable
Incorporated
Organisation as of
29th March 2023

S Thornton, Chair.
K Kemp, Vice Chair.
M Muir, Publications Director.
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2. Contact Details

NATIONAL BACK EXCHANGE (CHARITY NUMBER: 1202540)
Unit 14, The Stottie Shed

Baker's Yard

Christon Road

Gosforth

Newcastle upon Tyne

NE3 1XD.

Phone: 0191 244 2839

Email: admin@nationalbackexchange.org

Website: https://www.nationalbackexchange.orqg/

National Back Exchange (NBE) takes the Trustees, members, partners,
contractors, and suppliers’ privacy seriously and is committed to protecting
personal information. NBE aims to be clear and open about the organisation's
data and security practices.

National Back Exchange (NBE) is the primary data controller for the personal
information we collect and process. This means NBE is responsible for
determining the purposes and means of processing your data. We may also
engage third-party service providers to process data on our behalf. These
providers are our data processors and are contractually obligated to protect
your data and only process it under our instructions.

For more detailed information about the specific roles and responsibilities of
these entities, please refer to our Data Protection Policy.

3. Personal Information Collected

NBE will collect information about individuals to manage a membership account,
order process, event bookings, provide a service, or fulfil any contract we have with
a third party.

If an individual registers for NBE membership, events, or other offerings through the
NBE website, personal information that you voluntarily share with us will be
collected.

NBE collects and processes the following personal information by completing forms,
or correspondence via phone, email, or otherwise:

Name, job role, and organisation.

Contact details including address (home/work), phone number, and email.
Professional bio, CV, and photograph (if applicable).

Advanced membership portfolio of evidence (if applicable).

Financial and credit card information required to enable payment of membership
fees, conference tickets, and publications purchases. Once any payment is
processed, NBE will only hold information that is required for our records, which
is stored securely with restricted access.

This list is an indicator and not exhaustive.
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4. Web Data and Cookies

NBE uses cookies on its website to improve user experience. Cookies are small
pieces of information that are stored on a computer’s hard drive by an internet
browser. They identify the device and login activities. NBE uses cookies that are
strictly necessary to enable the individual to move around the website or to provide
certain basic features. Cookies enhance the functionality of the website by storing an
individual’s preferences and settings to improve personalisation.

NBE does not sell the information collected by the cookies, nor disclose the
information to third parties, except where required by law (for example to
government bodies and law enforcement agencies) and they do not contain any
personally identifiable information.

Session cookies are required for any protected area of the NBE website. If an
individual does not want to receive cookies, they can modify their browser so that it
notifies the individuals when cookies are sent or refuses cookies altogether. Cookies
previously sent can be subsequently deleted as required.

NBE uses Google Analytics to help the organisation monitor website traffic.

Links to other websites:

NBE will provide links to other websites that may have privacy policies that are
different from ours and not affiliated with National Back Exchange. NBE is not
responsible for the content or privacy of those sites.

5. Personal Information Processes

Most of the personal information NBE processes is provided for the following

reasons:

e National Back Exchange membership subscription.

e Attendance at NBE events such as the annual conference and webinars.

e Providing a service on behalf of NBE, such as an educational presentation,
written article, or publication.

e Providing information on behalf of NBE, such as Associates of NBE information
on the NBE website.

e Data collection (lead capture) on behalf of NBE via a third-party scanning
application platform.

NBE will use strict procedures and security features to prevent unauthorised access.

6. Information Use

NBE only processes information that is provided directly to us. We use this

information to:

e Register and manage NBE Membership.

e Register and manage event bookings.

e Send membership-associated benefits, such as Column digital and the
newsletter.

o Keep the membership informed of NBE news, events, and offers.

e Provide a requested service such as purchasing a publication.
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7. Information Sharing

NBE will not sell, rent, or lease person identifiable information to others. Unless
permission has been granted or is required by law.

NBE will limit access to membership data to the Board of Trustees, and other third
parties who have a financial and management business need to know. They will only
process data on NBE instructions, and they are subject to a duty of confidentiality.

For the NBE online publications store, please see the online shop’s privacy policy

8. Data Breach Notification

In the event of a data breach that could pose a risk to your rights and freedoms,
National Back Exchange (NBE) will notify you as soon as possible. We will inform
you of the nature of the breach, its potential impact, and the measures we are taking
to address the situation. We aim to notify you within 72 hours of becoming aware of
the breach, where feasible. If you have any concerns about a potential data breach,
please contact us using the details provided in the "Enquiries" section.

9. Data Storage
e Glue Up
Membership database and engagement platform. View their Privacy Policy.
e Zoom Webinar
NBE online events. View their Privacy Policy.
e Symphony
NBE conference bookings._View their Privacy Policy.
e Cvent
NBE conference online application. View their Privacy Policy.
e Office 365
For administrative services with access restricted to NBE events and association
management company, Association's Administration Team.
View their Privacy Policy
e Google Drive
Restricted Board of Trustees and administrative access.
View their Privacy Policy.
e Stripe/PayPal/Square
Payment application for NBE services and products. View Stripe’s Privacy Policy,
view PayPal’s Privacy Policy and view Square’s Privacy Policy.
e SAGE
Generation of financial reports. View their Privacy Policy.

The contracts NBE has with a provider ensure that their practices comply with the
UK General Data Protection Regulation (UK GDPR). NBE regularly deletes data
from each system when it is no longer required. NBE ensures that such data is
appropriately protected and deleted in line with the organisation's privacy notice and
data protection compliance policies.
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10.Lawful Basis for Processing Data

Under the UK General Data Protection Regulation (UK GDPR), National Back
Exchange is required to identify a lawful basis with which to process data.
NBE relies on one or more of the following legal bases:

e Legitimate interests: NBE may use personal information where it is necessary
to pursue our legitimate interests. Such interest is primarily the management of
memberships and events and providing a requested service. NBE will consider
and balance any potential impact on the individual and their rights (both positive
and negative) before processing personal information for our legitimate interests.
NBE will not use personal information for activities where our interests are
overridden by the impact on the individual (unless we have written consent or are
otherwise required or permitted to by law).

e Consent: NBE relies on consent only where data has been obtained by active
agreement to use for a specified purpose. For example, membership
subscription, event booking, or purchasing a publication. The individual has the
right to withdraw their consent at any time.

e Legal obligations: NBE will retain and process data in accordance with legal
and regulatory requirements as a Charitable Incorporated Organisation (CIO).

11.Information Retention

NBE will only retain personal information for as long as reasonably necessary to fulfil
the purposes it was collected for, including to satisfy any legal, regulatory, tax,
accounting, or reporting requirements.

NBE may retain the data for a longer period in the event of a complaint or if we
reasonably believe there is a prospect of litigation concerning the NBE's relationship
with an individual or organisation.

To determine the appropriate retention period for personal information, NBE

considers:

e The amount, nature, and sensitivity of the personal information.

e The potential risk of harm from unauthorised use or disclosure of the data.

e The purposes for which we process the data and whether we can achieve those
purposes through other means,

e The applicable legal, regulatory, tax, accounting, or other requirements.

NBE will ensure that any personal information held is accurate and up to date.
An individual can manage their personal information as follows:

e Access online NBE membership account.

e Contact Us to correct or remove information that is not accurate.

e Create a password to access the membership area on the NBE website.

For more detailed information on our data retention and deletion practices, please
refer to our Data Protection Policy.

Please note: Each NBE member is responsible for keeping their login details and
password confidential, and not sharing it with others.
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12.Data Protection Rights

Data protection law includes the following rights:

e Right of access - Ask NBE for copies of personal information.

e Right to rectification - Ask NBE to rectify inaccurate or incomplete personal
information.

e Right to erasure — Ask NBE to erase personal information in certain
circumstances.

e Right to restriction of processing - Ask NBE to restrict the processing of
personal information in certain circumstances, such as marketing purposes. NBE
will ask permission if personal information will be used or disclosed to a third
party for marketing purposes.

e Right to object to processing — Advise NBE of any objections to processing
personal information in certain circumstances, such as marketing purposes,
research, statistics, or legitimate interests or performance of a task. To object to
the processing of your personal data, please email us with details of the
processing activity you wish to object to.

e Exercise your right to prevent such processing — NBE uses an opt-in/opt-out
process to secure consent. Contact Us if additional information is required,
consent is withdrawn, or preferences change.

e Right to data portability - Ask NBE to transfer personal information to a
member, or third-party organisation in certain circumstances. To request a
transfer of your data, please specify the data you wish to transfer and provide
details of the third party to whom the data should be sent.

To exercise any of your rights to data protection, please email us at
admin@nationalbackexchange.org with your full name and details of your request.

Alternatively, call us directly on 0191 244 2839. We will acknowledge receipt of your
request within 7 days and provide a full response within 28 working days. An NBE
member is not required to pay any charge for exercising their rights.

13. Privacy Notice Policy Amendments

NBE reviews this privacy notice annually or whenever there is a significant change in
our data processing activities. Any updates will be promptly reflected in the latest
version available on our website: www.nationalbackexchange.org

14 Right to Lodge a Complaint with the Information Commissioner's Office

If you have any concerns about how we handle your personal data or how we have
responded to your requests regarding your data protection rights, you have the right
to lodge a complaint with the Information Commissioner’s Office (ICO).

The ICO is the UK'’s independent authority responsible for upholding information
rights and ensuring that organisations comply with data protection laws.

You can contact the ICO if:

e You are not satisfied with our response to your concerns or requests.
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e You believe that we are not processing your personal data in accordance with
data protection laws.

How to Contact the ICO:

o \Website: www.ico.org.uk

e Phone: 0303 123 1113

e Address: Information Commissioner's Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9O 5AF.

We encourage you to contact us first to try to resolve your concern, but you can
approach the ICO at any time.

15 Enquiries
If you have any concerns regarding the use of your personal information, please
contact NBE at:

NATIONAL BACK EXCHANGE (CHARITY NUMBER: 1202540)
Unit 14, The Stottie Shed

Baker's Yard

Christon Road

Gosforth

Newcastle upon Tyne

NE3 1XD.

Phone: 0191 244 2839

Email: admin@nationalbackexchange.org

Website: https://www.nationalbackexchange.org/

16 Audit — Monitoring Process

Who e National Back Exchange Board of Trustees
e Association's Administration Team
How e Reviewed by the National Back Exchange Board of

Trustees as and when organisational, policy, or
process changes are made bearing in mind any
legislative updates.

Presented to e Board of Trustees

Monitored by e Procedural document review group

- Sarah Thornton, Chair

- Kerry Kemp, Vice Chair

- Mary Muir, Publications Director

National Back Exchange Board of Trustees
Association's Administration Team

Completion / Exception report to e Extraordinary circumstances beyond the control of
National Back Exchange and/or Association's
Administration Team
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